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Abstract

 

RSA cryptosystem is known for its effective key exchange management, integrity of data and security. 

The security strength of RSA cryptosystem lies in the size (length) of the keys, which slows down the 

operation at the decryption stage of the cryptosystem. Chinese Remainder Theorem (CRT) has been 

employed in the past to increase the overall performance of the RSA cryptosystem (CRT-RSA) but 

stills possesses time lag in execution. In this work, a modified CRT (MCRT-RSA) is developed to 

further improve the speed of RSA at the decryption stage. Algorithms of the classical RSA (RSA), CRT-

RSA and MCRT-RSA at the decryption stage were implemented using Visual Studio C- sharp. Analysis 

of algorithms was carried out by measuring the complexity of each RSA variants through the big-O 

test with six data characters. The three RSA variants were compared using the parameters of time (    

and space (    complexities. Results generated by MCRT-RSA indicated       and       for    and 

   respectively, while    and     of CRT-RSA were       and       respectively and for RSA,    and 

   were       and        respectively. Conclusively, MCRT-RSA was found to be more efficient in 

execution time at the cost of memory usage when compared to RSA and CRT- RSA variants. 
 

Keywords—  Cryptography; Chinese Remainder; Hensel Lifting; Homomorphic encryption; 

MultiPower RSA; Classical RSA  
  

Introduction 

Basically, RSA cryptosystem implementation involves three different stages namely 

key generation, encryption and decryption processes. These stages depend very much on 

each other in order to optimize efficiency as well as computation costs. Key generation 

produces pairs of public and private keys from sufficiently large numbers to make the reverse 

operation practically impossible and thus make the system secure [1]. Its strength lies on the 

difficulty of factoring large numbers. Public and private keys produced at the key generation 

are used for encryption and decryption process respectively. Both encryption and decryption 

processes are based on performing exponentiation in modular arithmetic, which may be 

stated as follows: 

                                                            

                 where   is the base, b is the exponent and m is the modulus.   

The required modular exponentiation is computed by a series of modular multiplications. 

This is performed in two steps: first an integer multiplication is done followed by a reduction 

by modulo m. The computation and processing time for this operation is large on the account 

of large key size in use resulting to slow rate of the whole RSA cryptosystem. Modular 

exponentiation           and its key constituent operation, modular multiplication    
        , are the fundamental operations underlying RSA algorithm. Since modular 

multiplication accounts for most of the time spent for encryption and decryption, then the 

optimization of both modular exponentiation and multiplication is crucial.  

     To address the long computational time in RSA cryptosystem, small value for the public 

key e is considered. This choice of public key can only speed up the encryption operation 
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resulting to a more computational time at the decryption stage due to a larger decryption 

exponent d generated  mathematically in the relationship between e and d [2]. To avoid the 

transfer of computational time of RSA cryptosystem between the encryption and decryption 

process, a mathematical concept called Chinese Remainder Theorem (CRT) has been 

deployed in the past. Since the complexity of RSA decryption depends on the size of the 

decryption exponent, d and the modulus, n, CRT is deployed to reduce the size of both d and 

n. [3] has proved the improvement equated the computational time of RSA cryptosystem at 

the decryption stage by method as 25%.  

     In this work, the generalized Multi-Power RSA is used as a base to suggest a variant RSA 

algorithm with improved speed. Before applying CRT, Hensel’s lemma is used to stimulate 

conditions for roots of polynomials modulo powers of primes to be expressed as roots of 

higher powers. This lowering of modulo powers reduces the numbers of modular 

exponentiation and multiplication which in turn speeds up the execution time of the 

developed RSA variant.  

The rest of the paper is organized as follows: section 2.0 reviews related works done in this 

area, while section 3.0 discuss the material and method of MCRT-RSA, section 4.0 presents 

the results and its discussion and section 5.0 presents the conclusion. 
 

RELATED WORK 

Public key cryptography such as RSA is more secured but much slower than the symmetric 

key cryptography. Due to the security strength of public-key cryptography, lot of research 

work has been done to improve on its execution speed.  

Nikita, S. and Dharmendra, M., (2014) three prime numbers were deployed in their 

scheme to increased difficulty in factorisation of variable n. The algorithm has slight speed 

improvement on the decryption side of RSA algorithm by using the concept of Chinese 

remainder theorem and the method also improved the security of RSA algorithm by avoiding 

some attacks that are possible on RSA algorithm like common modulus attack, chosen 

ciphertext attack, timing attack and known plaintext attack. The scheme is computationally 

less expensive when compared to some other RSA algorithm. The security enhancement is 

more pronounced than the speed enhancement due the introduction of an additional prime 

number. 

Zhang et al (2015) introduced an asymmetric cryptosystem to improve the 

Montgomery algorithm. The RSA algorithm was improved by annexing large numbers as a 

string and by employing binary stream processing methods. The key generation algorithm 

was used for encryption and decryption verification. Results showed a significant 

improvement in encryption/decryption speed. The improved RSA algorithm used in digital 

signature applications results in an improved digital signature and offers evident advantages. 

The results have significant theoretical and practical significance in the efforts to improve 

large data processing encryption. The algorithm has a little significant effect on the speed 

improvement on large data processing. This method is slow and thus not suitable when used 

for large data. 

Thangavel et al, (2015) proposed ESRKGS which stands for enhanced and secured 

key generation algorithm. The proposed algorithm makes use of four large prime numbers 

which increases the complexity of the system when compared to the standard RSA algorithm 

that is based on only two large prime numbers. The public component (n) is the product of 
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two large prime numbers but the values of the encryption (e) and decryption (d) keys are 

based on the product of four large prime number (N) making the system highly secured. With 

the existing factorization techniques, it is possible to find the primes p and q only. The 

knowledge of n alone is not sufficient to find e and d as they are based on N. This approach 

could withstand brute force attack better than other similar approaches but with more time 

complexity. 

Amalarethinam et al, (2015) proposed a methodology called Message Encoding 

Algorithm (MsgEncA). This algorithm was designed to precisely fix block size of plain text 

that has been replaced by the binary form of ASCII code. The fix block size of plain text aids 

in achieving better performance in terms of speed. On applying the proposed algorithm 

MsgEncA, the speed of execution is increased without changing the key size. They proved 

this by comparison with existing method SRNN. The block ciphers increase the security and 

as well as the speed. They discovered that when block size is fixed to less than the twice of 

key size, then the execution speed is at the best. Thus, the modified algorithm helped to 

decompose the plain text into specific fixed size and also raises the security and processing 

speed. The limitation of this scheme lies in the massive use of the computer memory due to 

the fix block size necessary in plain text.  

Karakra and Alsadeh, (2016) implemented a swift and secure variant of RSA based 

on Rabin and Huffman coding called Augumented RSA (A-RSA). In their work, a new 

additional randomization component was provided and encryption done by Rabin algorithm 

to improve the security level of RSA against the indirect attacks and make RSA semantically 

secure. A-RSA makes the factorization problem harder, since the attackers need to break the 

factorization of large numbers for both RSA and Rabin. Beside this, Huffman coding 

compression in A-RSA prevents frequency of blocks (FOB) attacks and speeds up the 

execution time.  
 

MATERIAL AND METHODS 

The generalized MultiPower RSA is used to suggest a variant of RSA algorithm with 

improved speed and this is deployed at the decryption stage of the cryptosystem. 

Decryption: Given the private key   . To decrypt the ciphertext  , one uses 

 Hensel lifting 

 Chinese Remainder Theorem 

Step 1:   Compute                              

                                
                             

              Then, compute      

         ,  

                                        
     

            
Step 2:  Using the Hensel lifting, construct   , and     such that  

                                       
          ,    

                                       
             

Step 3:  Using Chinese Remainder,  recover the plaintext                such that  

                                            , 

                                               

                                   (     )   (     )         

                  Where                                                 
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Details of the decryption algorithm 

By Hensel’s lifting, the plaintexts                              have        and    

     expansion to    and     respectively.  

  That is                                                 

         and                                                   

  where                   and           for               , and                       

 From the relationship,        
          , the values                can be calculated. 

Suppose the function                                        
 , 

          where               
 Reduce by  modulo         the following relationship would be derived   

                                        
                       

          where                                      
   for                  

Then, the values                 are recursively calculated by the following relationship 

                          
           

      (         )

         
               

Similarly, the values                     would be derived by the relationship 

                         
            

      (         )

          
               

 MCRT-RSA Decryption Algorithm 
The decryption process discussed above can be summarized in the algorithm below: 

 Input: a private key    (                           ) and a ciphertext      

Output:       ; 
Procedure: 
     1: Compute                                   

                                 
                                           

     2: Compute      

          ,          
           

     3: Set       ,     
    

  and   
     

   

     4: for              do 

     5:                    
       (        ) 

     6:                                     

     7:                   
  

     8:                      
               

     9:                        

   10:  end for 

    11: Set           

    12:  for              do  

    13:                     
  (        ) 

    14:               
          

 (        )  

    15:                  
  

    16:                        
               

    17:                            

    18:     end for 

    19:     Set               

    20:     Compute   (     )                   
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 Correctness Proof 

In this section, the correctness of the speedy RSA
+
 algorithms is considered. Let           where 

        are two distinct primes and          Let      be two integers satisfying  

                                and                 1. 

Denote the ciphertext reduced modulo     by       the ciphertext reduced modulo       by       the 

ciphertext reduced modulo     by        and the ciphertext reduced modulo       by     . 

Suppose that               , and                that is              such that 

                                      , and                 

Recall that                       where       . 

               Decrypt   modulo   gives  

                                  

                             where        

                                 
                    

By Fermat little theorem, 

                                    
            

Similarly,                 . 
By Hensel lifting lemma, the relationship between the ciphertext     and the plaintext    is 

such that   
           

          .  Suppose     has   adic expansion such that  

                                                   where                . 

Let the function                  be defined as follows: 

                                               
    where           

Then reduce     modulo      using binomial theorem,   

                                              
              

                  ∑   
                          

     
        

                              
                      

                       
                    

                  

                
        ∑   

     
     

                  
    

              

                                           
        

                   

     We note that                            –        
   for                 

It follows that, the values               can be recursively calculated by the relationship  

                                  
           

      (         )

         
               

 All the previous steps can apply equally well to prove the correctness of the relation  

                                   
            

      (         )

          
                 

 Note that since   is relatively prime to           and            It follows that     
      

have reverse modulo    and      
        have reverse modulo  . 

 

IMPLEMENTATION RESULTS AND DISCUSSION 

This section shows execution time and memory space consumed by the three RSA variants  

with ten different character lengths of messages on the three RSA variants. 
 

Table 1: Decryption time of the three RSA variants 
 Character 

Size 

(Bytes)       

Decryption Time  (Milliseconds)            

S/N Classical RSA CRT-RSA CRT-RSA2 

1. 3 103.53 29.41 21.23 
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2. 15 103.30 29.45 21.34 

3. 24 103.44 29.48 21.45 

4. 42 103.52 29.50 21.55 

5. 56 102.25 29.46 22.10 

6. 73 103.17 29.35 22.23 

7. 80 104.10 30.05 22.34 

8. 97 104.22 30.11 22.45 

9. 103 104.24 30.12 22.55 

10. 120 104.30 30.15 23.13 

A polynomial curve equation              
        

               is derived 

connecting    and  .  
   Where:                        are set of real numbers.  

        is the result/behaviour of the function with various input variables in terms of time.  

                                 are the input variables (character). 

Using six of the ten character size in the table above, derive the values of the constants     
              with the help of Crammer online software.  
 

                             ,                       ,            ,            

and the polynomial curve equation for MCRT-RSA is given as: 

                                                                     

In the same view, constants for CRT-RSA algorithm are: 
              ,               ,                        ,            ,              

and the mathematical model for the time analysis of the decryption module of CRT-RSA from 

polynomial-time function is given by  
                                                           

 

While for the classical RSA, the constants are: 
              ,          ,                          ,             ,            

With the polynomial-time function given by : 

                                                              
 

Table 2:  Analysis for the Big-O Complexity Test for Decryption running time of MCRT-RSA 

algorithm. 
                                                                

    

Degree of 

  

Coefficient    

    of    

1 37 40 88 90 128 230 

                       -20248.44 -29900.80 -1540977.20 -1724230.8 -1724230.8 -187941215.6 

                        11095.03 15155.20 355019.65 388411.2 1589137.9 16566587.2 

               -20767.73 -26240.0 -279403.52 -298890 -859832.32 -4988470.0 

            431235 504000 2439360 2551500 5160960 16663500.0 

               967.92 1046.4 2302.08 2354.4 3348.48 6016.8 

               6903 6903 6903 6903 6903 6903 

 

Table 2 shows the analysis of MCRT-RSA algorithm that was carried out by measuring the 

complexity the algorithm through the Big-O Test with a series of test input data character 

(byte). The result of the calculation shows that the values of    appear highest in the range of 

degree 2 for Big-O MCRT-RSA decryption algorithm. That is, the Big-O notation in time 

complexity is        
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 Table 3:  Analysis for the Big-O Complexity Test for Decryption running time of CRT-RSA 

algorithm 
                                                               

    

Degree of   Coefficient      

    of    

1 37 40 88 90 128 230 

                       -36891 -54477 -2807533 -3141407 -18279381 -342413448 

                             -4915 -115142 -125971 -515396 -5372947 

               +20768 +26240 +279404 +298890 +859832 +4988470 

             -431235 -504000 -2439360 -2551500 -5160960 -16663500 

                +968 +1046 +2302 +2354 +3348 -+6017 

                                                   

 

Table 3 shows the analysis of CRT-RSA algorithm that was carried out by measuring the 

complexity the algorithm through the Big-O Test with a series of test input data character 

(byte). The result of the calculation shows that the values of    appear highest in the range of 

degree 3 for Big-O CRT-RSA decryption algorithm. That is, the Big-O notation in time 

complexity is      . 
 

Table 4: Analysis for the Big-O Complexity Test for Decryption running time of Classical 

RSA algorithm 
                                                                        

    

Degree of   Coefficient      

    of    

1 37 40 88 90 128 230 

  
           

          -51106.50 -75468.8 -3889384.23 -4351911.3 -25323127.18 -474358479.1 

  
             243640.93 332800 7796039.68 8529300 34896609.28 363793300 

  
               -4283724.2 -5412480 -57632087.04 -61651530 -177356144.6 -1028963190 

  
                 284998.42 333088 1612145.92 1686258 3410821.12 11012722 

                    - 54979.78 -59437.6 -130762.72 -133734.6 -190200.32 -190200.32 

  
               24002 24002 24002 24002 24002 24002 

Table 4 above shows the analysis of classical RSA algorithm for decryption module, it is 

noted that the highest value of the function        is at the degree of     The Big-O 

notation in testing the complexity is       . This reflects a longer execution at the 

decryption stage of the classical RSA algorithm than CRT-RSA. 

In summary, the computational complexity of  MCRT-RSA, CRT-RSA and classical 

RSA variants of order              and       respectively. This shows that MCRT-RSA 

algorithm is fast at decrypting ciphertexts to plaintext.   
 

CONCLUSION 
In this work, MCRT-RSA algorithm, a fast RSA decryption process was developed. This 

approach was implemented using C  in visual studio environment. The complexity measure of 

this algorithm helps in its performance evaluation; this shows that computational complexity of 

MCRT-RSA and its comparison to classical RSA and CRT-RSA. The results show that the 

computational complexity of MCRT-RSA in terms of speed is lower than the two other RSA 

variants compared. It is due to the execution time incurred in performing the decryption process 

of MCRT-RSA variant.  
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